
PRIVACY NOTICE 
 

 

1. INTRODUCTION AND OUR CONTACT INFORMATION 
 

1.1. OUR WEBSITES  (HEREINAFTER “WEBSITE”) ARE DESIGNED FOR FUN AND GAMES, AND 

VIRAL (HEREINAFTER  ALSO REFERRED  TO AS “THE OPERATOR”, “THE DATA CONTROLLER” 

”WE”, ”OUR”OR “US”) HIGHLY VALUES AND RESPECTS  THE PRIVACY OF THE PLAYERS AND 

ONLINE VISITORS ON ITS WEBSITES.  THIS PRIVACY NOTICE (HEREINAFTER “NOTICE”) IS 

CREATED IN ORDER FOR YOU TO ENJOY YOUR GAMING WITHOUT  HAVING TO WORRY 

ABOUT  YOUR DATA. WE ARE COMMITTED  TO FOLLOWING  THE PRIVACY PRINCIPLES  SET 

OUT  IN THE GENERAL DATA PROTECTION  REGULATION  "GDPR". 

 
1.2. WE COLLECT AND PROCESS   YOUR PERSONAL  DATA ONLY IN THE WAY WE HAVE 

INFORMED  YOU IN THIS PRIVACY NOTICE AND IN ACCORDANCE WITH THE GENERAL DATA 

PROTECTION  REGULATION (2016/679) AND APPLICABLE NATIONAL LEGISLATION.  OUR  AIM 

IS TO RESPECT  YOUR RIGHTS  AS A DATA SUBJECT  AND KEEP OUR  DATA AND THE 

PROCESSES AS ACCURATE AND TRANSPARENT  AS POSSIBLE. 

 
1.3. YOU SHOULD READ THIS NOTICE BEFORE  USING OUR WEBSITE. IF YOU USE OR 

REGISTER  VIA THE WEBSITE,  YOU ACCEPT THIS NOTICE.  IF YOU DO NOT ACCEPT THIS 

NOTICE, PLEASE DO NOT USE THE WEBSITE. 

 
2. PERSONAL  DATA CONTROLLER 

 
2.1 FOR THE PERSONAL  DATA PROCESSING  PURPOSES   DEFINED IN SECTION 3 OF THIS 

NOTICE, THE CONTROLLER  OF YOUR  PERSONAL  DATA IS: 

 
VIRAL INTERACTIVE  LIMITED,  A COMPANY  DULY INCORPORATED   UNDER  THE LAWS OF 

MALTA, CORPORATE  REGISTRATION  NUMBER  C66828. 
 

 

CONTACT INFORMATION                                                                   UK CORRESPONDENT ADDRESS

VIRAL INTERACTIVE LIMITED,  CORP  ID: C66828 

NO. 2, GERALDU FARRUGIA STREET, ZEBBUG,  ZBG 4351, MALTA 

COMPLIANCE(AT)VIRAL-INTERACTIVE.COM 

CONTACT PHONE  NUMBER:  +441274003201 

GOODWILLE  LTD 

24 OLD QUEEN STREET 

LONDON 

SW1H9HP

 

 
 

2.2. CONTACT OF OUR DPO 

 
IN ALL CASES,  YOU CAN SEND  THE DATA PROTECTION   QUERIES   IN ORDER  TO OBTAIN 

INFORMATION ON THE PROCESSING  OF YOUR PERSONAL  DATA. THE CONTACT REFERENCES 

OF OUR DATA PROTECTION  OFFICER: dpo@MadSlots.com 

 
2. DEFINITIONS 

 
WE AIM TO BE AS CLEAR AS POSSIBLE.  THAT’S WHY WE HAVE COLLECTED  SOME TERMS 

THAT HAVE A SIGNIFICANT MEANING AND DEFINED THEM HERE FOR YOU. AS THIS NOTICE 

IS A PART OF OUR TERMS  AND CONDITIONS,  THE DEFINITIONS PROVIDED IN THE TERMS



AND CONDITIONS  ALSO APPLY TO THIS NOTICE.  WHEN YOU NOTICE A TERM USED  WITH A 

CAPITAL LETTER, IT IS ONE OF THE TERMS DEFINED BELOW: 

 
"AUTOMATED DECISION MAKING" IS THE PROCESS  OF MAKING A DECISION  BY 

AUTOMATED MEANS WITHOUT HUMAN INVOLVEMENT. 

 
"CONTRACT" IS THE AGREEMENT ESTABLISHED BETWEEN YOU AND THE OPERATOR, ONCE 

YOU REGISTER  AS A PLAYER TO THE OPERATOR’S WEBSITES 

 
"COOKIE" IS A TINY DATAFILE THAT IS SAVED ON YOUR COMPUTER,  TABLET OR MOBILE 

PHONE. 

 
"DATA CONTROLLER" IS THE GAMING LICENSE HOLDER WHICH DETERMINES THE 

PURPOSES  AND MEANS OF THE PROCESSING  OF PERSONAL  DATA. DEFINED IN SECTION  1. 

 
"DUTY OF CARE" IS THE DUTY OF THE OPERATOR TO PROTECT  THE SOCIAL AND HEALTH 

ASPECTS OF ITS PLAYERS IN GAMBLING OPERATIONS,  AVOIDING EXCESSIVE GAMBLING AND 

PROVIDING  HELP WHEN AND WHERE NECESSARY. 

 
"GDPR" IS THE GENERAL DATA PROTECTION  REGULATION OF THE EUROPEAN UNION [(EU) 

2016/679] AND DATA PROTECTION  ACT [UK2018/12] 

 
"NOTICE" IS THIS PRIVACY NOTICE 

 
"OPERATOR" IS THE COMPANY  THAT HOLDS  THE GAMBLING  LICENSES  AND RUNS  THE 

GAMING WEBSITES. 

 
"PLAYER" IS AN INDIVIDUAL REGISTERED  AS A REAL MONEY  PLAYER, HOLDING  A PLAYER 

ACCOUNT AND HAVING THE NATURE OF A DATA SUBJECT 

 
"PLAYER ACCOUNT" IS THE DESIGNATED ACCOUNT LINKED TO A PLAYER  AND 

ESTABLISHED  UNDER REGISTRATION,  INCLUDING PLAYER DATA 

 
"PLAYER DATA" IS ANY AND ALL PERSONAL  DATA CONNECTING  TO THE PLAYER AND 

PROCESSED BY THE OPERATOR,  FURTHER  DEFINED IN SECTION  4 

 
"PROCESSING" IS ANY ACTION OR SET OF ACTIONS PERFORMED UPON PERSONAL DATA 

SUCH AS COLLECTION, RECORDING, ORGANISING, STRUCTURING,  STORING,  ADAPTING OR 

ALTERING, RETRIEVING, CONSULTING, USING, DISCLOSING  BY TRANSMISSION, 

DISSEMINATING OR MAKING AVAILABLE, COMBINING,   RESTRICTING,  ERASING  OR 

DESTROYING IT. 

 
"PROFILING" IS THE PROCEDURE  INCLUDING ANY FORM OF AUTOMATED PROCESSING  OF 

PERSONAL  DATA WHICH MAY INVOLVE A SERIES  OF STATISTICAL DEDUCTIONS.  FOR 

EXAMPLE, GATHERING INFORMATION  ABOUT  AN INDIVIDUAL (OR GROUP  OF INDIVIDUALS) 

FROM  DIFFERENT SOURCES  AND EVALUATING THEIR CHARACTERISTICS OR BEHAVIOUR 

PATTERNS IN ORDER TO PLACE THEM INTO A CERTAIN CATEGORY  OR GROUP TO ANALYSE 

AND/OR MAKE PREDICTIONS.



"TERMS AND CONDITIONS" ARE THE TERMS AND CONDITIONS  OF VIRAL INTERACTIVE 

LTD., FOUND HERE. 

 
"WEBSITE" IS ANY AND ALL THE WEBSITES   THAT OPERATE  UNDER  VIRAL INTERACTIVE LTD.’S 

GAMING LICENCES. 

 
3. WHY WE COLLECT AND PROCESS 

 
WE NEED TO COLLECT AND PROCESS  YOUR PERSONAL  INFORMATION,  PLAYER DATA, IN 

ORDER TO PROVIDE OUR SERVICES TO YOU. 

 
WE AIM FOR FAIRNESS  AND TRANSPARENCY IN OUR  ACTIONS CONCERNING  DATA AND THIS 

PRIVACY NOTICE IS ONE EXAMPLE OF IT. WE WANT YOU TO BE INFORMED ABOUT WHAT 

DATA WE COLLECT AND FOR WHAT REASONS,  AND ALSO HOW IT IS PROCESSED  AND 

STORED AFTER COLLECTION. 

 
THE COLLECTING AND PROCESSING  OF YOUR PLAYER DATA IS SOLELY BASED  ON LAWFUL 

PURPOSES. THE PURPOSES ARE INTRODUCED  FURTHER  IN THIS CHAPTER. 

 
3.1. THE CONTRACT BETWEEN  YOURSELF  AND US 

 
 
 

 
WHEN YOU REGISTER  AND CREATE A PLAYER ACCOUNT FOR OUR SERVICES, YOU ENTER 

INTO A CONTRACT WITH US. OUR PART OF THE CONTRACT IS TO PROVIDE YOU WITH 

ACCESS TO THE SERVICES, AND FOR THAT WE NEED TO PROCESS  YOUR PLAYER DATA. 

 
SOME OF THE PLAYER DATA IS MANDATORY, AND IF YOU DECIDE NOT TO PROVIDE THIS 

INFORMATION TO US, YOU WILL NOT BE ABLE TO REGISTER  A PLAYER ACCOUNT  AND USE 

THE SERVICES. 
THIS INFORMATION IS PROCESSED FOR PURPOSES LIKE: 

CREATING AND MANAGING YOUR 
 
PROCESSING YOUR PAYMENT

PLAYER PROFILE AND PLAYER 

ACCOUNT 

PROTECTING YOUR PLAYER 

ACCOUNT AND DATA 
TRANSACTIONS AND GAME 

TRANSACTIONS

 
 
 

 
     PROVIDING CUSTOMER SUPPORT                             AVOIDING MULTIPLE PLAYER ACCOUNTS   

 
 
 
 

3.2. LEGAL OBLIGATIONS 

 
AS A GAMBLING  COMPANY  WE HAVE CERTAIN SPECIAL  LEGAL AND REGULATORY 

OBLIGATIONS  THAT AFFECT THE DATA WE NEED TO PROCESS ABOUT OUR PLAYERS. THESE 

OBLIGATIONS INCLUDE, FOR EXAMPLE, REGULATION CONCERNING ANTI-MONEY



AGE VERIFICATION 

LAUNDERING (AML), RESPONSIBLE  GAMING AND THE REQUIREMENTS  SET OUT BY THE 

LICENCE GRANTING AUTHORITIES. 

 
THIS INFORMATION IS PROCESSED FOR PURPOSES LIKE: 

 

SOURCE OF WEALTH / FUNDS 

VERIFICATION                                         
DUE DILIGENCE CHECKS

 
 

IDENTITY 

VERIFICATION 

SELF-EXCLUSION REGISTERS 

CONSULTING                                  
PROBLEM GAMBLING DETECTING

 

 
 

DETECTING AND 

BLOCKING DUPLICATE 

PLAYER ACCOUNTS 

DETECTING AND BLOCKING 

INDIVIDUALS FROM 

JURISDICTIONS THAT 

PROHIBIT GAMBLING 

MONITORING AND INVESTIGATING TRANSACTIONS 

AND GAME PLAY TO PREVENT AND DETECT FRAUD, 

MONEY LAUNDERING, PROBLEMATIC GAMBLING 

PATTERNS AND OTHER IRREGULAR GAMING ACTIVITIES



3.3. LEGITIMATE INTEREST  
 
 
 

 
IT IS OUR LEGITIMATE INTEREST TO PROVIDE YOU WITH THE BEST GAMING EXPERIENCE 

AND TO PROTECT OUR SERVICES FROM ABUSE. FOR A BETTER UNDERSTANDING OF PEOPLE 

WHO USE OUR SERVICES AND TO HELP US IDENTIFY POSSIBLE  ISSUES  IN USAGE, WE PROCESS  

A SMALL AMOUNT OF INFORMATION OF EVERYONE  THAT USES OUR WEBSITES. 

 
THE DATA IS PROCESSED  IN A WAY AND SCALE THAT IS NECESSARY  TO FULFIL OUR 

LEGITIMATE INTEREST BUT MINIMISING  THE IMPACT ON YOUR  PRIVACY IN ORDER  TO 

PROVIDE YOU A SECURE, JOYFUL AND PROBLEM-FREE  PLAYER EXPERIENCE AND FOR US TO 

BE ABLE TO PROTECT OUR SERVICES FROM ABUSE. 

 
THE PROCESSING  CARRIED OUT BASED ON LEGITIMATE INTEREST  ARE THE FOLLOWING: 

 
 
 

AVOIDANCE OF FRAUD & RISK ASSESSMENT, BESIDES THE REQUIRED ASSESSMENT BY ANTI MONEY 

LAUDERING REGULATION, WE ALSO CARRY OUT RISK ASSESSMENT IN ORDER TO DETERMINE OUR TERMS OF 

SERVICE. 
 
 
 

 
NETWORK SECURITY, TO ENSURE THAT NON EXCLUDED BUT OPTED-OUT PLAYERS DO NOT RECEIVE 

MARKETING COMMUNICATIONS. 
 
 
 
 

PERSONALISATION AND WEB-ANALYTICS, TO KEEP OUR MARKETING STRATEGY UP TO DATE AND PERSONALISE 

THE GAMING EXPERIENCE. 
 

 
 
 

NON-INVASIVE PROFILING FOR DIRECT MARKETING, FOR CLUSTERS OF INFORMATION WITHOUT IDENTIFIABLE 

TRAITS TO ENSURE BETTER MARKETING COMMUNICATION. 
 

 
 
 
 

CUSTOMER SUPPORT LOGS, INFORMATION CAN BE USED TO MANAGE DISPUTES WITH PLAYERS, TO DIRECT 

PLAYER'S TO RESPONSIBLE GAMING STAFF AND TO IMPROVE THE OVERALL PLAYER EXPERIENCE. 
 
 
 
 
 

IT IS OUR UNDERSTANDING  THAT THE PROCESSING  OF YOUR  DATA TO ACHIEVE OUR 

LEGITIMATE INTERESTS LISTED ABOVE DOES NOT HARM YOUR RIGHTS AND FREEDOMS  AS A 

DATA SUBJECT.  IF YOU WISH TO OBTAIN MORE DETAILED INFORMATION ON HOW THIS 

DECISION  WAS MADE ("BALANCING TEST"),  PLEASE CONTACT OUR DATA PROTECTION 

OFFICER.



3.4. CONSENT  
 
 
 

 
WHEN YOU REGISTER WITH OUR WEBSITE  YOU ARE ASKED TO GIVE US YOUR CONSENT TO 

SEND  YOU RELEVANT OFFERS  AND MARKETING CAMPAIGNS  VIA EMAIL AND/OR  SMS. WE 

CAN ONLY BRING THESE PROMOTIONS  TO YOU IF YOU HAVE GIVEN YOUR  ACTIVE CONSENT 

(OPT-IN) TO THIS COMMUNICATION.  YOU CAN ALWAYS MODIFY YOUR CONSENT  ON YOUR 

PLAYER PROFILE,  WITHDRAWING  YOUR CONSENT  AT ANY TIME SO THAT WE STOP SENDING 

YOU THE MARKETING RELATED MATERIAL OR OPTING IN TO START RECEIVING THEM. 

 

4. WHERE AND WHAT WE COLLECT AND PROCESS 
 

THE MAJORITY OF THE PLAYER DATA IS PROVIDED  TO US BY YOURSELF.  THERE MIGHT ALSO 

BE SOME INSTANCES THAT WE NEED TO OBTAIN SOME ADDITIONAL  INFORMATION  ABOUT 

YOU FROM OTHER SOURCES. 

 
TO FOLLOW  THROUGH  WITH OUR LEGAL OBLIGATIONS,  INCLUDING ANTI MONEY 

LAUDERING AND DUTY OF CARE, WE HAVE TO CARRY OUT DUE DILIGENCE TO VERIFY YOUR 

IDENTITY, INCLUDING  YOUR  AGE. WE MIGHT  ALSO HAVE TO ASK ABOUT YOUR SOURCE OF 

FUNDS.  WE ALWAYS CHOOSE  RESPECTED  EXTERNAL COMPANIES  TO HELP US CARRY OUT 

THESE CHECKS. IN ADDITION TO THIS, WE MAY ALSO CARRY OUT ADDITIONAL SEARCHES 

ON INFORMATION  AVAILABLE IN OPEN  SOURCES,   LIKE PUBLIC  REGISTERS  AND SOCIAL 

MEDIA. 

 
BESIDES  USING OUR OWN SELF-EXCLUSION REGISTRY DATABASE, WE ALSO VERIFY 

INFORMATION  WITH NATIONAL REGISTRIES  IN ORDER  TO PREVENT SELF-EXCLUDED 

PERSONS  FROM REGISTERING AND USING OUR SERVICES. 

 
PAYMENT SERVICE PROVIDERS  THAT WE ARE IN BUSINESS  WITH MAY PROVIDE US WITH 

SMALL AMOUNTS OF INFORMATION WHEN CARRYING OUT YOUR TRANSACTIONS, IN 

ORDER FOR US TO CONNECT THE TRANSACTIONS  TO YOUR PLAYER ACCOUNT.



RETENTION PERIOD 

(CALCULATED FROM 

THE DATE OF 

ACCOUNT CLOSURE) 

FROM DETAILS 

 

 
 
 
 

PERSONAL INFORMATION: WHEN YOU REGISTER TO THE 

WEBSITE, YOU ARE REQUESTED TO SUBMIT YOUR PERSONAL 

INFORMATION: 

 
- YOUR NAME; 

 

 

- DATE OF BIRTH; 
 

 

- EMAIL ADDRESS; 
 

 
- ADDRESS 

 

 
 
 
 
 
 

YOU 

-PHONE NUMBER 

NATIONAL IDENTIFICATION NUMBER: IF YOU USE YOUR 

BANKID TO REGISTER OR LOGIN TO OUR WEBSITES, THOSE 

DETAILS WILL BE SECURELY STORED AS WELL. 

FINANCIAL INFORMATION: WHEN YOU CHOOSE TO MAKE A 

DEPOSIT OR WITHDRAWAL YOU ARE REQUESTED TO SUBMIT 

YOUR FINANCIAL INFORMATION (ACCOUNT AND DEBIT OR 

CREDIT CARD DETAILS). YOUR FINANCIAL INFORMATION IS 

COLLECTED THROUGH A SECURE SERVER (SSL) UPON YOUR 

REGISTRATION AS A REAL MONEY PLAYER. 

 
IDENTIFICATION DOCUMENTATION: THE OPERATOR MAY 

REQUEST ADDITIONAL DOCUMENTS THROUGH YOUR PLAYER 

ACCOUNT IN ORDER TO VERIFY YOUR IDENTITY, SUCH AS A 

COPY OF YOUR: 

 
- ID; 
 

 

- PASSPORT; 
 

 

- DRIVING LICENSE; 
 

 

- CREDIT CARD; OR 
 

 

- PROOF OF ADDRESS; 

 

 
 
 
 
 
 
 

5 YEARS



RETENTION PERIOD 

(CALCULATED FROM 

THE DATE OF 

ACCOUNT CLOSURE) 

FROM DETAILS 

 

 
 
 
 

CORRESPONDENCE: RECORDS OF CORRESPONDENCE 

BETWEEN YOU AND US, WHETHER VIA THE WEBSITE, EMAIL, 

TELEPHONE OR OTHER MEANS. 

 
AML/KYC INFORMATION: FOR POSSIBLE ANTI-MONEY 

LAUNDERING AND KNOW YOUR CUSTOMER PURPOSES WE 

MIGHT NEED SUPPORTING DOCUMENTATION TO CONFIRM 

YOUR SOURCE OF FUNDS. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

YOUR 

DEVICE 

DEVICE INFORMATION:DEVICE INFORMATION: SPECIFIC TYPES OF 

CONNECTION DETAILS WITH REGARDS TO YOUR DEVICE ARE COLLECTED, 

SUCH AS DEVICE UNIQUE IDENTIFIERS, IP ADDRESS AND GEO- 

LOCATIONAL DATA. THIS IS NEEDED IN ORDER TO ENSURE THAT YOU ARE 

NOT PLAYING IN A RESTRICTED COUNTRY. A COUNTRY IS RESTRICTED IF 

THE GAMBLING IN THAT SPECIFIC COUNTRY IS PROHIBITED BY 

LEGISLATION OR REQUIRES A LOCAL GAMING LICENSE, WHICH THE 

OPERATOR DOES NOT HOLD. 

 

 
 
 
 

5 YEARS

 
 

 
EXTERNAL 

SOURCES 

TO INVESTIGATE POSSIBLY RISKY ACTIVITIES AND TO HELP US TO COMPLY 

WITH OUR LEGAL AND REGULATORY OBLIGATIONS, WE NEED TO FROM 

TIME TO TIME RELY ON EXTERNAL SOURCES TO VERIFY INFORMATION. TO 

PREVENT FRAUDULENT OR CRIMINAL ACTIVITY, WE MAY ALSO COLLECT 

THE PLAYER’S FINANCIAL INFORMATION FROM OTHER ONLINE GAMING 

SITES, BANKS, CREDIT CARD COMPANIES AND OTHER FRAUD PREVENTION 

AGENCIES. 

 
 
 
 

5 YEARS

 
 

 

COOKIES    
WE USE COOKIES ON OUR WEBSITES AND COLLECT INFORMATION THROUGH THEM. TO LEARN 

MORE ABOUT COOKIES ON OUR WEBSITES, PLEASE SEE OUR COOKIES POLICY.



 

5. SENSITIVE PERSONAL DATA 
 

WE DO NOT COLLECT OR ASK YOU TO PROVIDE US WITH SENSITIVE  PERSONAL  DATA AS A 

PART OF YOUR PLAYER DATA. SENSITIVE PERSONAL  DATA COULD FOR EXAMPLE BE; DATA 

REVEALING YOUR ETHNIC ORIGIN;  SEXUALITY; OR HEALTH-RELATED  DATA. IF YOU AT SOME 

POINT DECIDE TO DISCLOSE  SUCH  DATA TO US, FOR EXAMPLE WHILE COMMUNICATING 

WITH OUR SUPPORT OR RESPONSIBLE  GAMING PERSONNEL, THESE DISCUSSIONS  ARE 

LINKED AND ASSIGNED  TO YOUR PLAYER ACCOUNT. IF YOU PROVIDE US DOCUMENTATION 

CONCERNING  YOUR HEALTH CONDITION  THAT MIGHT AFFECT YOUR  ABILITY TO KEEP 

CONTROL ON YOUR GAMBLING  BEHAVIOUR, THIS DOCUMENTATION  WILL BE ERASED 

FROM OUR SYSTEM BUT THE INFORMATION  WILL BE ADDED TO YOUR PLAYER ACCOUNT. IF 

OUR RESPONSIBLE  GAMING AGENTS CONCLUDE THAT THE INFORMATION YOU HAVE 

DISCLOSED  WITH US MIGHT AFFECT YOUR ABILITY TO PLAY RESPONSIBLY,  WE MIGHT 

CLOSE YOUR ACCOUNT TO COMPLY WITH OUR DUTY OF CARE POLICY, WHICH MEANS THAT 

YOU MIGHT NOT BE ABLE TO REOPEN  YOUR ACCOUNT AND USE OUR SERVICES. 

 
6. SHARING OF DATA 

 
 
 

IN ORDER FOR YOU TO ENJOY THE WEBSITE,  WE NEED TO SHARE SOME OF YOUR PLAYER 

DATA. THIS HAPPENS WHEN, FOR EXAMPLE, YOU MAKE A DEPOSIT  OR USE OUR CUSTOMER 

SERVICE: THE NECESSARY  PART OF YOUR PLAYER DATA IS SHARED  WITH THE PAYMENT 

PROVIDER  AND HELPDESK TO HELP US PROVIDE YOU WITH THE SERVICES OF OUR GAMING 

SITES. 

 
WE, AS A LICENSED OPERATOR,  ARE ALSO SUBJECT  TO REGULATIONS  THAT MIGHT REQUIRE 

DATA COLLECTION  OR SHARING.  AS AN EXAMPLE, TO PREVENT  FRAUDULENT  ACTIVITY, WE 

MAY SHARE PLAYER DATA WITH OTHER  ONLINE GAMING  SITES  (CROSS-REFERENCING), 

BANKS, CREDIT CARD COMPANIES  AND OTHER FRAUD PREVENTION AGENCIES. WHENEVER 

WE HAVE A LEGAL OBLIGATION  TO DO SO, WE MAY ALSO SHARE YOUR PLAYER DATA WITH 

AUTHORITIES. 

 
WE ALSO SHARE YOUR PLAYER DATA OR PARTS THEREOF WITH SERVICE PROVIDERS IN 

CONNECTION  WITH IDENTITY VERIFICATION, MARKETING, GAME AND PAYMENT 

TRANSACTIONS, NATIONAL EXCLUSION DATABASE, CUSTOMER  SUPPORT,  RISK & FRAUD, 

SAFER GAMBLING,  AND DATA STORAGE. 

 
PART OF OUR OPERATION IS DONE  VIA BRAND  PARTNERSHIPS.   THIS MEANS  THAT WE 

OPERATE THE CASINO BUT THE BRAND IS NOT OWNED BY US. IN THOSE CASES, THE BRAND 

PARTNERS  ARE ALSO DATA CONTROLLERS,  TOGETHER  WITH US. 

 
BRAND  PARTNERS  HAVE ACCESS  TO YOUR PLAYER DATA, INCLUDING YOUR PAYMENT 

TRANSACTIONS.  THE BRAND  PARTNER WILL USE YOUR PLAYER DATA IN ORDER  TO PROVIDE 

YOU WITH PROMOTIONS  (IF YOU CONSENT TO IT!) AND TO COMPLY WITH LEGAL 

OBLIGATIONS. 

 
IN THE U.K. WE USE THE SERVICE OF GB GROUP PLC TO VERIFY YOUR  IDENTITY DATA IN 

ORDER TO SECURE  THAT WE COMPLY WITH THE REQUIREMENTS  OF THE ANTI-MONEY-



 

LAUNDERING AND SAFER GAMBLING  REGULATION. FOR THEIR PRIVACY POLICY PLEASE 

VISIT: HTTPS://WWW.GBGPLC.COM/EN/LEGAL-AND-REGULATORY/PRIVACY-POLICY/ 

 
HERE YOU CAN CHECK OUR PARTNERS, WHO ARE CO-CONTROLLERS  OF YOUR DATA WITH 

US: 
 

 
 

SITE                                                      BRAND PARTNER                         LOCATION 

WWW.MadSlots.com/UK                                      GB GROUP PLC                                U.K. 

 

 

SOME OF THE PARTIES WE SHARE YOUR PERSONAL  DATA WITH MAY BE LOCATED OUTSIDE 

THE UNITED KINGDOM, EUROPEAN UNION OR THE EUROPEAN ECONOMIC AREA. 

WHENEVER WE TRANSFER  YOUR PERSONAL  DATA OUTSIDE  THE UNITED KINGDOM, 

EUROPEAN UNION OR THE EUROPEAN  ECONOMIC  AREA, WE DO SO IN ACCORDANCE WITH 

THE APPLICABLE LEGISLATION. WE USE APPROPRIATE SAFEGUARDS TO ENSURE  THAT A 

SUFFICIENT  LEVEL OF DATA PROTECTION  IS MAINTAINED. SUCH  SAFEGUARDS  MAY INCLUDE 

THE USE OF MODEL  CONTRACTUAL CLAUSES ADOPTED  BY THE EU COMMISSION  OR BE 

BASED ONAN ADEQUACY DECISION FROM THE EUROPEAN COMMISSION,  CONFIRMING 

THAT THE THIRD COUNTRY PROVIDES  ADEQUATE PROTECTION  FOR YOUR PERSONAL DATA. 

 
WE SHARE THE MINIMUM AMOUNT OF DATA REQUIRED  WITH SERVICE PROVIDERS. 

YOU CAN FIND A COMPREHENSIVE   LIST OF WHO WE SHARE YOUR DATA WITH HERE. 

 

7. AUTOMATED  DECISION  MAKING AND PROFILING 
 

WE USE AUTOMATED  DECISION  MAKING AND PROFILING  IN ONLY A FEW SCENARIOS:  FOR 

RESPONSIBLE  GAMING MEASURES, TO COMPLY WITH ANTI-MONEY LAUNDERING 

LEGISLATION, TO PREVENT RISK & FRAUD AND TO TAILOR PROMOTIONAL  MATERIALS TO 

YOU (IF YOU CONSENTED FOR MARKETING COMMUNICATIONS). 

 
YOU CAN CHECK BELOW  HOW THESE AUTOMATED  DECISIONS  ARE MADE AND HOW WE 

MIGHT PROFILE  YOUR PLAYER DATA. 

 
7.1. ANTI-MONEY LAUNDERING / RISK & FRAUD 

 
AS AN OPERATOR,  WE ARE OBLIGATED TO FOLLOW THE REGULATION FOR ANTI MONEY 

LAUNDERING  AND COUNTERING  THE FINANCING OF TERRORISM  AND FRAUD. THIS IS 

MAINLY DONE BY A SOURCE  OF FUNDS/WEALTH CHECK (SOF/SOW). 

 
WE WILL GET A NOTIFICATION  IN CASE YOU REACH THE ESTABLISHED 

DEPOSIT/WITHDRAWALS  THRESHOLD.  YOU MAY BE ASKED TO PROVIDE US WITH



 

ADDITIONAL DOCUMENTS  AND YOUR PLAYER DATA MAY BE CHECKED AGAINST DATABASES 

TO VERIFY THE INFORMATION  PROVIDED. 

 
THIS SYSTEM IS IN PLACE IN ORDER TO KEEP OUR SERVICE SAFE AND COMPLIANT. WE ARE 

ALSO KEEPING OUR PLAYER DATA SAFE BY PERFORMING  ADDITIONAL RISK PREVENTION 

STEPS. THIS IS A FEATURE THAT INCLUDES  REAL-TIME IDENTIFICATION OF EACH PLAYER, 

AUTHENTICATING AND AUTHORIZING THEIR PRESENCE  IN OUR WEBSITES.  THE PROCESS 

ALSO ENSURES  THAT YOU HAVE SUFFICIENT  FUNDS  AVAILABLE TO PLAY GAMES  IN OUR 

PLATFORM. 

 
7.2. RESPONSIBLE GAMING 

 
WE HAVE SET IN PLACE A SYSTEM  CALLED "CARDS".  THE NAME STANDS  FOR "CUSTOMER AT 

RISK DETECTION SYSTEM".  IN SIMPLE TERMS, CARDS WORK BY GETTING OUR ATTENTION TO 

A SPECIFIC  SITUATION  OR SET OF SITUATIONS WHERE YOU COULD BE AT RISK. 

 
THIS DATA PROVIDED  BY CARDS IS RECORDED IN OUR DATABASE BUT ONLY RESPONSIBLE 

GAMING  AGENTS  HAVE ACCESS  TO THAT INFORMATION. 

 
ALTHOUGH AUTOMATED FEATURES ARE USED TO ASSIST DECISION MAKING, ALL 

DECISIONS  ARE STILL REVISED BY A FELLOW  HUMAN. 

 
7.3. PROMOTIONS AND MARKETING MATERIAL 

 
WE USE A FEATURE IN OUR SYSTEM  CALLED "ENGAGEMENT  MANAGER", IT COMBINES 

SMART  PLAYER SEGMENTATION  WITH CAMPAIGN AUTOMATION  AND REAL-TIME ANALYTICS. 

WE USE THE ENGAGEMENT  MANAGER TO SET UP GRAPHICAL DASHBOARDS  FED BY REAL- 

TIME  DATA TO ANALYSE RESULTS  AND IMPROVE  FUTURE  CAMPAIGNS,  PLAYER SEGMENTS, 

TRIGGERS AND BONUS OFFERINGS. 

 

8. SECURITY MEASURES 
 
 
 

WE HAVE IMPLEMENTED  TECHNICAL, ORGANIZATIONAL AND PHYSICAL SAFEGUARDS  FOR 

THE PROTECTION OF YOUR PERSONAL  DATA AGAINST UNAUTHORIZED  USE, CHANGES, 

ACCESS OR DISCLOSURE.   OUR SECURITY  MEASURES  ALSO ENSURE  THAT YOUR DATA IS NOT 

ACCIDENTAL OR ILLEGALLY DESTROYED. 

 
WE ENDEAVOR TO MAINTAIN STRICT SECURITY  MEASURES  ON THE WEBSITE  AND 

ASSOCIATED SITES, SO THAT NO UNAUTHORIZED USE, LOSS AND/OR ALTERATION OF DATA 

CAN BE DONE TO PLAYER AND PLAYER ACCOUNT  DATA. ONLY AUTHORISED   INDIVIDUALS 

WITH SPECIAL ACCESS  RIGHTS  HAVE ACCESS  TO YOUR DATA. 

 
FINANCIAL INFORMATION  LIKE CREDIT OR DEBIT  CARD DATA WILL NOT BE STORED  IN THE 

WEBSITE,  AND ALL CREDIT AND DEBIT  CARD TRANSACTIONS  ARE STORED  FOR THE 

PURPOSE OF PROCESSING  THE PAYMENTS BY A CERTIFIED  PAYMENT  SERVICE  PROVIDER  OF 

YOUR CHOICE.



 

THE PLAYER ACCOUNT  CAN ONLY BE ACCESSED  WITH A UNIQUE  USERNAME  AND 

PASSWORD.  THE PASSWORD  WILL BE STORED  IN THE WEBSITE  ONLY IN ENCRYPTED  FORM. 

 
ALL PERSONNEL  ARE SUBJECT  TO CONFIDENTIALITY CLAUSES  IN ADDITION TO THE 

OBLIGATION TO FOLLOW OUR INTERNAL CODE OF CONDUCT, INFORMATION SECURITY 

POLICY AND DATA PROTECTION  POLICY. 

 
IN THE EVENT OF A DATA BREACH  THAT MIGHT  CAUSE HARM TO YOU, WE WILL INFORM 

YOU AND THE RELEVANT DATA PROTECTION  AUTHORITIES  AS SOON AS REASONABLY 

POSSIBLE BUT NO LATER THAN 72 HOURS OF OUR DISCOVERY OF THE BREACH. 

 
IF YOU REQUIRE ANY FURTHER INFORMATION,  PLEASE CONTACT OUR DATA PROTECTION 

OFFICER  AT dpo@MadSlots.com 

 
9. PLAYER’S RIGHTS 

9.1. RIGHT TO ACCESS PERSONAL DATA 

 
YOU CAN EASILY ACCESS AND VIEW THE PERSONAL DATA YOU’VE PROVIDED US, AS WELL AS 

YOUR GAMING AND PAYMENT TRANSACTIONS BY LOGGING INTO YOUR PLAYER’S ACCOUNT AND 

PRINTING IT OUT FROM YOUR PROFILE PAGE. 

 
HOWEVER, IF YOU CANNOT LOG IN OR HAVE ANY DIFFICULTIES  ACCESSING  YOUR  DATA, 

YOU CAN ALSO REACH OUT TO US AND WE WILL HELP YOU OUT. YOU CAN SEND AN EMAIL 

TO dpo@MadSlots.com  WITH A SUBJECT  ACCESS REQUEST  ("SAR")  BELOW. 

 
YOU CAN SIMPLY FILL IN THE FORM,  SEND IT TO US AND WE WILL TAKE IT FROM  THERE! WE 

WILL PROCESS  YOUR QUERY WITHIN 30 DAYS OF CONFIRMING YOUR IDENTITY. 

 
NOTE THAT IN SOME  CASES THE 30 DAY PERIOD  CAN BE EXTENDED BY 60 DAYS, 

DEPENDING ON THE COMPLEXITY OF YOUR PLAYER DATA. WE WILL ALWAYS INFORM  YOU 

BEFOREHAND  IF THAT IS THE CASE. 

 
PLEASE LET US KNOW IF YOU ENCOUNTER  ANY TROUBLE  ACCESSING  YOUR DATA ON YOUR 

PROFILE OR FILLING IN THE FORM. 

 
YOU CAN DOWNLOAD THE REQUEST  FORM UNDER THIS LINK. 

 
PLEASE FILL OUT THE FORM  AND SIGN IT BY HAND. YOU CAN SEND THE FILLED-OUT FORM 

TO US VIA dpo@MadSlots.com OR VIA OUR SUPPORT CHAT. 

 
9.2. RIGHT TO RECTIFY YOUR PERSONAL DATA 

 
YOU HAVE THE RIGHT TO HAVE ANY INACCURATE PERSONAL  DATA CORRECTED.  THIS 

MEANS THAT YOU CAN FIX ANY MISTAKES,  TYPOS  AND OTHER  INACCURACIES IN YOUR 

PLAYER DATA OR CHANGE SOME PERSONAL  DETAILS THAT MIGHT NOT BE CURRENT 

ANYMORE.



 

DO LET US KNOW THE CHANGES IN YOUR PERSONAL  DATA (NEW ADDRESS,  PHONE 

NUMBER, ETC.) SO WE CAN KEEP YOUR RECORDS  UP TO DATE. YOU CAN DO SO 

VIA SUPPORT@VIRAL-INTERACTIVE.COM. 

 
NOTE THAT SOME  ADDITIONAL DOCUMENTS  MAY BE ASKED TO CONFIRM  THE VERACITY OF 

THE INFORMATION. 

 
9.3. RIGHT TO ERASE YOUR PERSONAL DATA 

 
THE RIGHT OF ERASURE, COMMONLY KNOWN AS "THE RIGHT TO BE FORGOTTEN" GRANTS 

YOU THE POSSIBILITY TO REQUEST THAT YOUR DATA IS ERASED AND FREE FROM FURTHER 

PROCESSING. 

 
THIS RIGHT CAN ONLY BE USED  WHEN THE DATA MEETS  THE FOLLOWING  CRITERIA: 

 
I.      THE PERSONAL  DATA IS NO LONGER NECESSARY FOR THE PURPOSE  FOR WHICH IT 

WAS COLLECTED OR PROCESSED; 

II.      WITHDRAWAL OF CONSENT  (WITHOUT OTHER LEGAL GROUNDS  FOR PROCESSING); 

III.      DATA WAS UNLAWFULLY PROCESSED; 

IV.      PERSONAL  DATA HAS TO BE ERASED TO COMPLY  WITH A LEGAL OBLIGATION  OF THE 

CONTROLLER; 

 
PLEASE NOTE THAT DATA PERTAINING TO SELF-EXCLUDED  PLAYERS, TO PREVENT 

FRAUDULENT PLAYERS FROM  RE-REGISTERING,  DATA MAINTAINED IN RELATION TO SPORTS 

BETTING  INTEGRITY AND TO COMPLY WITH AML REGULATIONS CANNOT BE THE OBJECT OF 

A RIGHT  OF AN ERASURE REQUEST,  BUT ITS PROCESSING  WILL BE LIMITED TO THESE 

PURPOSES ONLY. 

 
9.4. RIGHT TO OBJECT TO PERSONAL  DATA PROCESSING 

 
THERE ARE A FEW INSTANCES  WHERE  YOU HAVE THE RIGHT TO OBJECT TO HAVING YOUR 

PERSONAL  DATA PROCESSED  BY US. THIS CAN BE DONE REGARDING THE PROCESSING 

BASED ON A LEGITIMATE INTEREST  (SEE ITEM 3.3. ABOVE) AND TO DIRECT MARKETING 

(INCLUDING PROFILING  RELATED TO MARKETING ACTIVITIES). 

 
YOU CAN EXERCISE YOUR RIGHT TO OBJECT TO PERSONAL  DATA PROCESSING BY SENDING 

AN E-MAIL TO dpo@MadSlots.com. 

 
NOTE THAT WE RESERVE THE RIGHT TO CLOSE YOUR ACCOUNT WITH US SHOULD YOU 

OBJECT TO A LEGITIMATE INTEREST  THAT WOULD  MAKE OFFERING  THE GAMING SERVICES 

IMPOSSIBLE. 

 
9.5. RIGHT TO DATA PORTABILITY 

 
ONE OF THE NEW FEATURES BROUGHT  BY THE GDPR IS THE RIGHT TO DATA PORTABILITY. 

IN THE GAMING  INDUSTRY  THIS MEANS  THAT YOU CAN ASK US TO FORWARD YOUR DATA 

TO ANOTHER OPERATOR.  HOWEVER, THIS RIGHT IS LIMITED TO PERSONAL DATA 

PROCESSED BY AUTOMATED  MEANS AND THAT THE LEGAL BASIS  FOR PROCESSING IS



 

CONSENT.  WE MAY ALSO FORWARD  YOUR  DATA CONCERNING  SELF-EXCLUSION   AND 

LIMITS UPON YOUR REQUEST. 

 
IF YOU WISH TO HAVE YOUR  DATA FORWARD  TO ANOTHER OPERATOR, PLEASE CONTACT 

OUR DPO AT dpo@MadSlots.com. 

 
10. DATA RETENTION 

 
IN ORDER FOR US TO FULFILL THE REQUIREMENTS  OF OUR LICENSES AND TO COMPLY 

WITH ANTI MONEY LAUNDERING REGULATION, WE NEED TO STORE  YOUR DATA FOR THE 

DURATION OF YOUR RELATIONSHIP WITH US. 

 
WE RETAIN YOUR PERSONAL  DATA FOR A PERIOD  OF 5 (FIVE) YEARS FROM  THE DAY YOU 

CLOSE YOUR ACCOUNT WITH US. 

 
THE FIVE YEAR PERIOD IS THE MINIMUM PERIOD NECESSARY FOR US TO FULFILL THE 

PURPOSES  OUTLINED IN THIS PRIVACY NOTICE, TO RESOLVE DISPUTES, ENFORCE OUR 

TERMS  AND CONDITIONS,  AND COMPLY  WITH TECHNICAL AND LEGAL REQUIREMENTS AND 

CONSTRAINTS  RELATED TO THE SECURITY,  INTEGRITY AND OPERATION  OF THE WEBSITE 

AND OUR SERVICE. 

 
PLEASE NOTE THAT IF YOU CHOOSE  TO SELF-EXCLUDE PERMANENTLY FROM OUR SERVICES, 

WE WILL RETAIN A MINIMUM  AMOUNT  OF DATA IN ORDER  TO MAINTAIN OUR  SELF- 

EXCLUDED DATABASE UPDATED. 

 
11. COMPLAINTS 

 
WE ARE COMMITTED  TO KEEPING  YOUR DATA SAFE AND RUNNING  THE WEBSITE 

SMOOTHLY.  HOWEVER, IF YOU ARE NOT SATISFIED  WITH HOW YOUR INFORMATION  HAS 

BEEN HANDLED BY VIRAL YOU CAN ALWAYS REACH OUT  TO OUR SUPPORT  TEAM WITH 

YOUR CONCERNS. 

 
IF YOU ARE UNHAPPY  WITH THE OUTCOME   OF YOUR INTERACTION WITH OUR CUSTOMER 

SUPPORT   TEAM, EITHER VIA E-MAIL OR LIVE CHAT, YOU CAN ALWAYS ASK FOR THE MATTER 

TO BE REVISED BY OUR  DATA PROTECTION  OFFICER. 

 
THE DPO WILL THEN LAUNCH AN INVESTIGATION  TO VERIFY WHETHER  YOUR 

INFORMATION  HAS BEEN HANDLED APPROPRIATELY AND IN LINE WITH THIS NOTICE AND 

OUR LEGAL OBLIGATIONS. 

YOU WILL BE CONTACTED BY THE DPO WITH THE RESULT OF SUCH AN INVESTIGATION. 

IF AFTER RAISING YOUR COMPLAINT  WITH THE DPO YOU ARE DISSATISFIED  WITH THE 

RESOLUTION TO YOUR COMPLAINT  YOU CAN MAKE A FORMAL  COMPLAINT  TO OUR LEAD 

SUPERVISORY  AUTHORITY, THE MALTESE DATA PROTECTION  COMMISSIONER: 

 
OFFICE  OF THE INFORMATION   AND DATA PROTECTION   COMMISSIONER 

LEVEL 2, AIRWAYS HOUSE  - HIGH STREET



 

SLIEMA, SLM 1549 - MALTA 

(+356) 2328 7100 

IDPC.INFO[AT]IDPC.ORG.MT 

 
OR, FOR PLAYERS FROM THE U.K.: 

 
INFORMATION  COMMISSIONER’S OFFICE 

HTTPS://ICO.ORG.UK/ 

0303 123 1113 
 

12. TRANSLATIONS 
 

VIRAL'S COMPANY  LANGUAGE IS ENGLISH.  WE HAVE OUR  WEBSITES  TRANSLATED INTO 

DIFFERENT LANGUAGES FOR YOUR CONVENIENCE. HOWEVER, IF THERE ARE ANY 

CONFLICTS BETWEEN  THE TRANSLATED VERSION AND THE ENGLISH ONE, THE ENGLISH 

ONE WILL PREVAIL. 

 
13. THIRD PARTY WEBSITES 

 
OUR WEBSITES  MAY CONTAIN LINKS TO OTHER WEBSITES.  PLEASE REVIEW THE PRIVACY 

STATEMENTS OF ANY SUCH OTHER WEBSITES  TO UNDERSTAND THEIR OWN INFORMATION 

PRACTICES. 

 

14. AMENDMENTS TO THIS PRIVACY NOTICE. 
 

TO KEEP UP WITH CHANGING LEGISLATION, BEST PRACTICE AND CHANGES  IN HOW WE 

COLLECT AND PROCESS   PERSONAL  DATA, WE MAY UPDATE AND AMEND THIS NOTICE FROM 

TIME TO TIME AND IN CASE OF SIGNIFICANT CHANGES WHICH COULD  AFFECT YOU, YOU 

WILL BE ASKED TO APPROVE  THE POLICY AGAIN WHEN ACCESSING  OUR  WEBSITE  AND 

SERVICES. IF YOU DO NOT ACCEPT THE TERMS OF THE UPDATED  NOTICE, YOU ARE NOT 

ABLE TO USE OUR WEBSITE AND SERVICES. 

 
THIS NOTICE IS VALID FROM  THE DATE INDICATED IN ITS HEADER. 

 

15. OLD VERSIONS AND CHANGES MADE 

 
VERSION                                                                      MODIFICATION 

 

 
 
 

1.4 - JUNE 2022                                                                     UPDATED 
 

 
 
 

1.3 - OCTOBER 2020                                                                  UPDATED



 

VERSION                                                                      MODIFICATION 
 

 
 
 

1.2 - MARCH 2020                                     UPDATED PLAYER'S RIGHTS AND ACCESS FORM 
 

 
 
 

1.0 - MAY 2018                                         FIRST VERSION OF THE NOTICE IS PUBLISHED 
 
 
 
 

WE USE COOKIES ON OUR WEBSITES AND COLLECT INFORMATION THROUGH THEM. TO 

LEARN MORE ABOUT COOKIES ON OUR WEBSITES, PLEASE READ OUR COOKIES POLICY. 


